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Payment Card Industry Data Security Standard (PCI DSS)

The Payment Card Industry Data Security Standard help understand and implement security policies, procedures and
technologies regarding the handling of payment information. Here is how Hexnode can help.

PCI DSS Requirement

How Hexnode helps to be compliant?

Prohibit direct public access between
the Internet and any system component
in the cardholder data environment.

With Hexnode, the administrator can regulate direct public
access between the Internet and any system component by
pre-configuring VPN settings, remotely.

Install personal firewall software or
equivalent functionality on any portable
computing devices (including company
and/or employee-owned) that connect
to the Internet when outside the
network (for example, laptops used by
employees), and which are also used to
access the CDE.

Remotely distribute firewall application/software to multiple
devices and platforms directly from the Hexnode portal.

Maintain an inventory of system
components that are in scope for PCI
DSS.

Easily keep track of all the devices that are being managed by the
enterprise, directly from the portal. Access a list of all the device
along with the device status. Device names can also be specified
for easier management.

Establish a process to identify security
vulnerabilities, using reputable outside
sources for security vulnerability
information, and assign a risk ranking
(for example, as high, medium, or low)
to newly discovered security
vulnerabilities.

Devices enrolled in Hexnode are continuously checked for
vulnerabilities. Hexnode scans for root and jailbreak on Android
and iOS devices respectively, as these devices are more exposed
to security threats.

Install critical security patches within one
month of release.

With Hexnode, you can schedule system updates on mobile
devices to ensure they stay up to date. You can also enforce
application updates, or downgrades, on target devices.

Administrators can create corporate app stores that include
applications that are approved by the enterprise. The users can
download these apps as per requirement.
Applications can be made mandatory to ensure that they are
installed in every device.

Periodic scans and user-initiated scans ensure device compliance
with corporate policies. Non-compliant devices are flagged and can
be restricted, disenrolled or corporate wiped directly from the portal.
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Payment Card Industry Data Security Standard (PCI DSS)

PCI DSS Requirement
Improper access control (such as
insecure direct object references,
failure to restrict URL access, directory
traversal, and failure to restrict user
access to functions).

How Hexnode helps to be compliant?
Hexnode supports web-content filtering which lets the admin control
URL access. URL access can be separately defined for individual
users, or devices, based on corporate roles and access levels.
Device functions can also be restricted based on company security
concerns.
Application blacklisting/whitelisting lets the administrator limit
access to applications that are deemed secure.

Limit repeated access attempts by
locking out the user ID after not more
than six attempts.

With Hexnode, the administrator can define a set of password
policies that ensure that the devices stay compliant with corporate
password standards.
The administrator can define the number of failed attempts, after
which the device will be wiped.

Set the lockout duration to a minimum
of 30 minutes or until an administrator
enables the user ID.

Hexnode lets the IT admin set the minimum time for device autolock. This deters un-attended devices from being misused.

Passwords/phrases must meet the
following:
Require a minimum length of at least
seven characters
Contain both numeric and alphabetic
characters.

With Hexnode, password complexities can be made mandatory.
Password length and characters can be specified from the
Hexnode portal.

Change user passwords/passphrases
at least every 90 days.

Administrators can set a password age ranging from 1-730 days and
push the policy to specific user groups or devices.

Do not allow an individual to submit a
new password/phrase that is the same
as any of the last four passwords/
phrases he or she has used.

With Hexnode, the administrator can detect password history and
disable re-use of these passwords.

Develop usage policies for critical
technologies and define proper use of
these technologies.

Hexnode lets IT admin configure access to VPNs, corporate emails
and calendars. Access to social media and other web-based
services can also be regulated.
Administrators can also restrict device functionalities like camera and
Bluetooth.
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PCI DSS Requirement

How Hexnode helps to be compliant?

A method to accurately and readily
determine owner, contact information,
and purpose.

User and device details like OS versions, IMEI number and so on are
readily available from the Hexnode portal.

Activation of remote access
technologies for vendors and business
partners only when needed, with
immediate deactivation after use.

With Hexnode, the administrator can troubleshoot devices without
physically accessing the device using remote sessions. Remote
sessions can be disabled once the troubleshoot is complete.

Administer user accounts, including
additions, deletions, and modifications.

When disabled from the Hexnode portal, users are not permitted to
create/delete user accounts or change the account password.

Monitor and control all access to data.

IT admins can restrict all access to device, and the data housed in
the device, directly from the portal.

Disclaimer: This document and the information in it do not constitute legal advice and is intended to support customers in
their compliance efforts.
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