Health Insurance Portability
and Accountability Act
(HIPAA)
Compliance checklist

Health Insurance Portability and Accountability Act (HIPAA)

HIPAA compliances are designed to be flexible enough to include every possible aspect of security, regarding personal
medical records and patient information. The below table defines the security risks and the regulation that tries to
counter these risks.

Potential Risks

Hexnode Implementation

Un-authorized, direct or remote,
access to devices that house
electronic protected health information
ePHI

Encryptions can be made mandatory on all devices.
Advanced algorithms display devices that are not encrypted as noncompliant.
Containerization technologies can be implemented, and separate
passcodes can be defined.

Access to ePHI due to compromised
devices that do not follow enterprise
password standards

Clearly define password standards, that are considered optimal in
an enterprise, with Hexnode. Standards can include length,
password history, special characters and alphanumeric.
Password age can be pre-defined, forcing the user to change the
password within a specified time period.

Interception or compromise of content
while in transit

Administrators can ensure Transport Layer Security (TLS) by
limiting the user access to corporate content only through corporate
Wi-Fi and pre-configured Virtual Private Networks (VPNs).

Breach of content, by accident or on
purpose, while in use

Devices can be incorporated with a work profile that can contain the
ePHI. Work profiles provide a virtual separation of sensitive content
and confines interaction of this content to apps and functionalities
that are defined within the work profile and thereby denying access
of ePHI to apps and functionalities defined anywhere else on the
device.
Cut, copy and paste capabilities of the device can be restricted.
Geofencing can further secure the content by letting the admin
remove the content once the device leaves a defined area.
Compliance for devices can be continuously verified and access can
be revoked for non-compliant devices.
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Potential Risks

Hexnode Implementation

Device is stolen or lost

Hexnode enables devices to be remotely locked or wiped to ensure
maximum security of sensitive content.
Enabling lost mode on a device will lock down the device and display
the message, number and footnote which was entered from the
Hexnode portal. Lost mode can be enabled and disabled directly from
the portal.
If the device is lost, remote ring can be activated from within the
portal to play a sound on the device even if the device is muted.
Device locations can be monitored from the Hexnode portal.
Restrictions can be enforced on devices that leave designated areas.

Sharing of ePHI

Restrict the applications that are installed in the device. File sharing
applications can be blacklisted. Access to blacklisted applications is
denied. Applications can also be whitelisted, in effect blacklisting all
other applications in the device.
Administrators can also restrict file sharing by disabling Bluetooth,
USB file transfer, NFC, Android Beam or even through text.

Security risks caused due to
outdated application or OS versions

Applications can be updated directly from the Hexnode portal. OS
updates can be scheduled to hours when the device is inactive.
In case an application misses out on an important feature after an
upgrade, the administrator can enforce application downgrade.

Unsecure network connectivity

Disable all network connectivity or restrict to either Wi-Fi/mobile data.
Per app data-usage can also be reviewed from the portal to analyze
application network access.

ePHI on devices that are no longer in
use

A corporate wipe can remove all sensitive data from the device and
restore it to its factory reset settings.
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Unverified devices

Verify that the device continues to follow all the restriction enforced
upon it, with continuous compliance checks.
Non-complaint devices can be reviewed from the device and can be
remediated for.

Unattended devices

Enforce password policies on-to the device to ensure that the device is
password protected.
Devices can be encrypted to ensure sensitive data protection. Nonencrypted devices can be identified from the Hexnode portal.

Disclaimer: This document and the information in it do not constitute legal advice and is intended to support customers in
their compliance efforts.
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