General Data Protection
Regulation (GDPR)
Compliance checklist

General Data Protection Regulation (GDPR)

GDPR upholds the right of European citizens to have complete control over every aspect of their personal data.
Here is how Hexnode can help your organization be GDPR compliant.

Privacy Risk

Hexnode Implementation

Devices that are not compliant with
company policies

Identify and manage non-compliant devices directly from the Hexnode
portal.
Enforce restrictions, disenroll or corporate wipe devices that are found
to be non-compliant.

Data access through unsecure
applications

Administrator can assign managed app catalogs to user devices.
Managed app catalogs house applications that are deemed secure by
the enterprise.
Google Play for work can be assigned to the user device. Managed
Google Play store contains applications from Google Play that are preapproved by the administrator.
Applications can be remotely uninstalled, with zero user intervention, to
ensure enforced uninstallation.

Unauthorized access to devices that are
left unattended

Clearly define password standards, that are considered optimal in an
enterprise, with Hexnode. Standards can include length, password
history, special characters and alphanumeric.
Password age can be pre-defined, forcing the user to change the
password within a specified time period.
Devices can be remotely encrypted for additional data security. Devices
that are not encrypted can be identified from the Hexnode portal and
remediated for.

Outdated apps or operating system

Ensure all the applications are updated to their latest versions, to
establish maximized application security. Both enterprise and store
apps can be updated directly from the Hexnode portal.
OS updates can be scheduled to specific time periods to ensure
minimal hindrance to user productivity.
Applications can also be downgraded from the portal to retain the earlier
version of the app.
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Connectivity over unmanaged network

Pre-configure Wi-Fi networks and VPNs on user devices to ensure
maximum network protection.
Restrict the user device to use either Wi-Fi, mobile data or deny access
to either.

Unauthorized access to sensitive data
through BYOD devices

Separate work profiles can be created in BYOD devices. Work profiles
act as a virtual container to house all the corporate data, effectively
separating the personal data.
Separate passwords can be assigned to work profiles.

Sharing of sensitive data, intentionally or
by accident

Applications that may be used to share data can be uninstalled or
blacklisted, to deny installation.
Disable Bluetooth, USB mass storage, NFC and Android Beam
capabilities of the device.
Restrict the device to use either Wi-Fi/mobile data or deny access to
both.
Disable copy-paste capabilities of the device.

Data compromised while in transit

The enterprise can extend Transport Level Security (TLS) by
pre-configuring corporate Wi-Fi and directing the flow of data through a
corporate VPN.

Disclaimer: This document and the information in it do not constitute legal advice and is intended to support customers in
their compliance efforts.
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